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Abstract

In current research work the Institute for Control Engineering of Machine Tools and Manufacturing
Units (ISW) has developed a continuous concept for a redundant, failure tolerant numerical control
system. The results of this research project meet the increasing demands on the reliability of machines
and plants and also the frequent applications of numerical controls in safety-critical areas. In this case,
reliability means the capability of a numerical control to function according to its specification during
the entire machining time. This is achieved by a redundant design and will be shown on a demonstrator.
This demonstrator based on linux is introduced in this paper.

1 Introduction

In the meantime, numerical control systems are not
only used in the conventional applications like milling
or drilling. Meanwhile they also control fairground
rides or surgery assistants [1]. These new applica-
tion areas place higher demands on the system re-
liability than the manufacturing applications. The
safety-oriented approach where a machine is stopped
in case of a failure is no longer adequate. In the
case of fairground rides for example this means that
the passengers have to hold out for a longer time in
an uncomfortable position. With surgeries a failure
would cause a prolongation and possible complica-
tions. With certain surgery methods, as for exam-
ple the endoscopic method with surgery assistants,
a small hole is drilled through the skullcap. For a
manual intervention the opening would have to be

enlarged considerably [2].
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Figure 1 shows the intended states in a failure-
tolerant control system [3]. Usually the control sys-
tem is in a state of failure-tolerant operation. After
the first failure the system is in a state of failure. If
the failure is not detected, the system will sooner or
later fail. This must be avoided. Therefore, it is nec-



essary to identify occurring failures and to localize
them. After the localization of the failure, an ad-
equate reaction has to follow. With safety-oriented
systems a safe state is aimed for, which is mostly
achieved by stopping the machine.

If a safe state can only be reached after the ma-
chining process has finished, a shutdown of the sys-
tem cannot be accepted. In this case the operation
has to be continued, which can be achieved without
interruption by masking the failure. Masking a fail-
ure means that faulty values are replaced by correct
values by several and independent repetitions of the
same calculations. After the masking the system is
only in a failure-safe operational state, but it can still
continue with the machining.

The objective of this research work is the in-
creased reliability of the control system. This means
that the specified function of the control, the gener-
ation of correct setpoints, is still maintained in spite
of occurring failures. Here the masking of failures
during operation is necessary.

2 State of the art

In control systems there are already many mecha-
nisms for failure detection and the reaction to them.
Figure 2 shows the common methods for the various
components.
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For all components there are relating failsafe
and redundant parts. With redundant measur-
ing systems the measured values can be checked
for plausibility and thus individual sensors can be
tested for their error-free function. Monitoring units
check whether certain measuring values surpass their
permitted value range and take safety measures if
needed. Actors can be redundant in order to com-
pensate the failure of a particular actor.

But for the control itself, the central component
of the control system, there is no overall failure detec-
tion. It is nearly impossible for the rest of the com-
ponents to detect that the control generates faulty
setpoints. The existing measures for error detection
in the control like self-tests, software end switches,
etc. are suitable to only a limited extent for the de-
tection of all failures. For masking the failures they
are not sufficient.

2.1 Failure classification

As shown in figure 3, failures can originate from three
different places. Outside the system, in the the sys-
tem hardware or in the system software. Failures
outside the system are failures of the basic condi-
tions, which the system relies on. One example for
that is the power supply. Because failures outside the
system can independently be detected and handled,
this work focuses on failures which originate inside
the system boundaries.
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Failures inside the system can either be present
in the software or occur in the hardware. Software
failures are generally systematic failures. They con-
sist of specification- or programming errors and get
into the system before its initiation. An error free
software will never generate wrong values since soft-
ware does not grow old. But a software containing
errors will always generate wrong values.

Software errors can either be avoided before the
initiation or be detected during operation. Actions
to avoid software errors are software analysis, failure
simulation tests or the usage of special tools which
analyse source code. Actions to detect software fail-
ures is additional monitoring during operation like
range or plausibility checks. Another possibility to
detect software failures during operation is to cross
check the values computed by redundant and divers
developed software.

Hardware failures can either be systematic or
random. Systematic hardware errors happen before



the initiation. They originate of specification, de-
sign or programming errors. These systematic hard-
ware failures can be detected during operation only
by divers and redundant hardware.

Random hardware failures occur during opera-
tion. They can be detected by several self tests which
check e.g. the processor or memory. It is difficult
to run these self tests during operation, since the
control will need most of the system resources for
itself. With redundant hardware it is possible to de-
tect random hardware failures during operation by
cross checking the computed values.

The main focus of the work is put on the mask-
ing of systematic and random hardware failures. In
order to safely identify hardware failures, the control
hardware needs to be designed redundantly and di-
versly. Redundantly, so that an accidental failure is
identified by the redundant control system. Diversly,
so that systematic specification and production fail-
ures do not occur in the redundant systems at the
same place and at the same time.

In aviation as well as in mechanical engineering
such redundant and divers control systems are em-
ployed in safety-oriented programmable logic con-
trols (PLCs) with "Fly by wire”. For particularly
challenging applications of PLCs there is a failure-
tolerant type with triple redundancy, the so called
”Triple Modular Redundancy”. For numerical con-
trols there is up to now only one failure-safe version.
It will be presented in the following section.

2.2 The concept of the failsafe control
system

Figure 4 shows the existing concept of a failsafe nu-
merical control system [3]. It consists of two numeri-
cal controls which run on divers hardware platforms.
The two controls are synchronized by a shared mem-
ory by which they also exchange computation results.
The machine only receives setpoints by control #2.

Each of the two controls contains a reaction man-
ager. He compares the own computed values with
those of the other control. If he notices differences,
he can autonomously disable the actors.

If in this control system a failure occurs in one of
the hardware platforms, it will lead to falsely com-
puted setpoints. Even if the failure is so extensive
that the hardware platform cannot recognize it any-
more, the redundant platform will diagnose this and

bring the machine into a safe state by shutdown.
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3 Deficits

The design of the failsafe numerical control is satis-
factory for applications in which by machine shut-
down a safe state can be achieved at any time. In
failsafe control systems failures may be detected reli-
ably, but the reaction manager cannot localize them
in the case of differing values. Due to the lacking
failure localization he is not able to mask a failure.
There is only the possibility to bring the machine to
a safe state. The machining process is interrupted.
For applications in which the operation need to be
maintained over a specific period, this design is not
adequate.

4 Approach

Failures that are not easy to locate are in other ap-
plication areas - like in the control of airplanes in
aviation or in safety PLCs - localized and masked by
multiple redundancy. This approach is very complex
because three or more systems have to deal with the
same task. The computation results of the systems
are compared and differences are masked by majority
decision. This high expense is only justified when a
high reliability of a system is required. Such require-
ments are less often encountered with conventional
machine tools, but more so with medical surgery as-
sistant systems.

In contrast to the safety PLCs which compute
a simple logic between input and output, a numeri-
cal control conducts per millisecond complex calcu-
lations for the timely output of the correct position
data. Compared to the failsafe numerical control, the
majority decision for masking faulty setpoints is new.



Contrary to a failsafe numerical control the failure-
tolerant system needs at least three divers controls.
This design is shown in figure 5 [4].
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4.1 Voter in every actuator

Figure 6 shows a failure tolerant control layout, in
which every single actor contains the necessary voter.
All voters receive the setpoints of all controls to pass
one setpoint chosen by a majority decision on to the
actuator. In case of a failure of a single actuator, the
control can mask this failure using redundant actua-
tors.
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The advantage of this layout is, that the actu-
ators already contain software. This software can
be extended to run the majority decision. A dis-
advantage is, that it might happen, that different

actors use setpoints of different controls. This can
be avoided by synchronization between all actuators
which results in a more complex system setup.

4.2 Voter inside communication sys-
tem

Another possible layout is shown in figure 5. The
actuators are not modified. The majority decision
takes place inside the communication system. The
result is passed on to the actuators.

The advantage of this layout is, that the actua-
tors do not need to be modified. The disadvantage is,
that communication systems usually do not possess
any computation power. The communication system
would have to be extended at an appropriate place to
run the majority decision. This extension also needs
to be redundant, so that a failure of it does not lead
to a breakdown of the whole control system.

4.3 Voter inside numerical controls

Figure 7 shows the possible layout to place the voter
inside the numerical controls. The connection from
each numerical control to the communication system
can be interrupted by the other numerical controls.
In normal operation, the first numerical control pro-
vides its setpoints to all actuators. The other nu-
merical controls will do the same calculations and
synchronize themselves to the first one. If one voter
notices incorrect setpoints, it will try to disconnect
the faulty control from the communication system.
If two controls do this, the faulty control will be dis-
connected. If the disconnected numerical control has
been the one providing setpoints to the actuators,
one of the remaining controls will resume this task.
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The advantage of this layout is, that the actua-
tors do not need to be modified. The voter can eas-
ily be integrated into the numerical control systems.
The disadvantage is, that the communication system
needs to be extended, so that it can disconnect single
controls and switch over to another one.

5 System design

For the demonstrator, the failure tolerant layout with
the voter in every actuator, figure 6, is chosen. This
layout does not need any extensions for the commu-
nication system. It also does not insert a single point
of failure into the system, as long as redundant ac-
tuators are provided.

To work around the difficulty of extending the
firmware of actuators, no real machine is applied for
the design of the demonstrator. Rather the software
package Virtuos by the company ISG is used. This
software package allows real hardware in the loop
simulation of a complete machine [5, 6] as well as
the integration of the required majority decision.

As operating system, linux with rt-preempt has
been chosen for its excellent availability and costs.
The missing safety certification does not disturb at
this point, since this demonstrator is a proof of con-
cept.
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FIGURE 8: design of the demonstrator

Figure 8 shows the design of the demonstrator which
is based on five conventional PCs with divers hard-
ware as well as network and SERCOS III interface
cards for communication. Each of the first three PCs
is running linux with a numerical control kernel. One
of them has a SERCANS III master pci card from
Bosch Rexroth and runs the free linux kernel driver!.
The two others have a SERCOS III slave pci card
from Automata with a proprietary slave stack. The
fourth PC runs linux and simulates the machine to
be controlled with the solver of Virtuos. Connected
are these PCs by the ethernet-based industrial com-
munication system SERCOS III. The fifth PC runs

windows for the user interface of the controls and
Virtuos as well as the visualization of the simulated
machine.

6 Conclusions

The demonstrator setup shows how to redundantly
operate numerical controls. The new cross commu-
nication concept of SERCOS III is used for the ex-
change of data as well as for synchronisation. Errors
as well as the breakdown of a whole control is toler-
ated by the concept of synchronised numerical con-
trols and the majority decision based on setpoints.
The failure tolerance of the demonstrator will be
shown by error simulation tests.

The presented failure tolerant system enables nu-
merical control systems to gain higher reliability.
A machine vendor trades of this advantage against
a considerably complex system design along with
raised costs. Nevertheless, a failure tolerant system
is justifiable, if a very high reliability is required.
This high reliability is required in fairground rides
or in medical applications, e.g. surgery assistants.
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